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The Health Information Technology for Economic and
Clinical Health Act (HITECH Act) is here and a violation of
this act carries penalties of $100 to $1,500,000. The Act
sets new standards for electronic health records programs
and requires healthcare organizations to comply witimew
IT securitybreach notification rules Failure to bring your
company into compliance could subject your company to
fines and other penalties in the event of a breach.

The breach notification requirements of the HITECH Act
are probably best understood as part of a trend that's
slowly but surely increasing the protection that sensitive
data needs to have. This started with laws and regulations
that required organizations to protect sensitive
information, although the exact way in which they protect
it is typically very flexible. It then moves to requiring
notification of breaches of unencrypted sensitive
information. At this point, encryption still isn't required,
but there's a strong incentive to use it to avoid expensive
breach disclosures.

The HIPAA Privacy Rule was the first step in this process
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health care organizations to protect PHI, although they
could implement this protection in many ways. The

HITECH Act is the next step. It essentially requires the
notification of breaches of PHI that isn't encrypted. In the
future, we will probably see a federal law that actually
requires the encryption of PHI. This has already happened
in some states.

Geritom and our contracted IT staff have been working on
how the HITECH Act will affect our company and our
business associates. We have developed a new+,3$$
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The new contract outlines the responsibilities of Geritom
and our business associates with regards to PHI. The
agreement and a packet containing an in depth
explanation of the HITECH Act and a helpful guide for
reassessing your security practices will be sent to your
corporate HIPAA Privacy Officer in the next few weeks.
An expeditious return of the Agreement to our HIPAA
Privacy Officer- Kim Vacanti is requested.




